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METHOD AND APPARATUS FOR MANAGING THE PROVISIONING OF 
CLIENT DEVICES CONNECTED TO AN INTERACTIVE TV NETWORK 

FIELD OF THE INVENTION 
The invention relates generally to a method and apparatus for managing the provisioning of 
a telecommunication network and specifically to a method and apparatus for managing the 
provisioning of an interactive television (ITV) network and the associated ITV client devices 
connected thereto. 

BACKGROUND OF THE INVENTION 

Implementation and operation of a communications service, whether it be a voice, video or 
data communications service, requires the interconnection of a plurality of networks, systems, 
devices and equipment, which may be geographically co-located or separated. Presently, each of 
these networks, systems, devices and equipment may need to be "provisioned" to enable the 
establishment of a communications connection path. In general, "provisioning" is the addition of 
a subscriber (e.g,, a subscriber terminal device and/or network component) to, deletion of a 
subscriber from, or modification of a subscriber's services provided by a network, system, or other 
type of infrastructure providing entitled services. Provisioning permits the pertinent architecture to 
recognize and/or communicate with the subscriber. 

Some form of provisioning is necessary, whether the communications connection path 
connects a plurality of subscriber terminal devices {e.g,, telephones, televisions, streaming media 
players, set-top box audio/video decoders, wireless device base station, etc.), as in a telephone, data 
or audio or video distribution network, or whether the path connects one or more subscriber terminal 



devices (e.g., work stations, personal computers, PDA, etc) with one or more servers, as in a client- 
server computing network. In many operational situations, each of the interconnected plurality of 
networks, systems, devices and equipment may need to be provisioned independently and separately 
(either manually with human intervention or automatically), thereby resulting in potential time 
delays, inefficiencies, or errors in enabling the subscriber terminal to connect to and use the 
communications network services. 

As a type of communications network, an interactive television (ITV) network and subscriber 
terminal devices connected thereto must be "provisioned" to enable the subscriber terminal devices 
to use ITV services via the ITV network. Subscriber terminal devices, which are ITV client devices 
connected to the ITV network, may include television sets, set-top audio/video decoder boxes, 
personal computers, and video recorders, among other video, audio and data devices. The 
convergence of television transmission networks, IP (z.e., Internet Protocol) data networks, and 
distributed client-server computing networks to implement an operational ITV network necessitates 
the interconnection of a plurality of networks, systems, devices and equipment, which may be 
geographically co-located or separated, as components of the ITV network as a whole. Presently, 
each of these component interconnected networks, systems, devices and equipment must be 
independently and separately "provisioned" to enable the establishment of a communications 
connection path and the use of the ITV network by an ITV client device (i.e. subscriber terminal) 
for entitled ITV services. 

Accordingly, there exists a need for a method and apparatus for commonly (i.e. as a whole) 
managing the automatic provisioning of all of these interconnected component networks, systems, 
devices and equipment comprising the entire ITV network. 



SUMMARY OF THE INVENTION 

The present invention provides a client-network provisioning manager for managing the 
provisioning of a telecommunication service network and a plurality of client devices connected to 
the network for using the telecommunication services. The teachings of the present invention are 
applicable to a broad variety of subscriber telecommunication services and/or pay-for-use services, 
including interactive television, cable television, telephone, video, audio, on-line databases, 
noninteractive television, radio, music video, video jukebox, pay-for-view, video-on-demand, home- 
shopping, video conferences, telephone conferences, interfacing to imaging systems, automatic 
telephone call charge-backs ("900" numbers) and other telecommunication services. The teachings 
are also applicable to a variety of telecommunication systems, including multi-channel 
telecommunication services, single channel multi-service telecommunications, and single channel 
single service telecommunications. As will be appreciated from the foregoing, the user may be a 
subscriber or nonsubscriber. 

The provisioning manager of the present invention communicates with the individual 
provisioning methods/apparatus of each of the network components for the purpose of effectuating 
the overall provisioning of the client devices with all of the necessary network components in a 
coordinated, common (i.e., as a whole), and automated manner. By knowing the specific 
provisioning data to collect, where the data is found and is to be forwarded, the provisioning 
manager acts as an intelligent provisioning data manager by performing as a central collection and 
dissemination point for the provisioning data, directing provisioning data flows between the 
provisioning methods/apparatus of the individual network components. As such a central point, the 
provisioning manager makes the automatic provisioning process more efficient. In one configuration 



the provisioning manager insures that dependent transactions (of each request/response transaction 
which are typically handled independently) are made in the correct sequence. For example, a "user- 
add" request is not issued until the related "subscriber-add" request has completed successfully. 

Although the present invention is described as a central collection and dissemination point, 
the methods and apparatus described may be implemented as an independent unit coupled to the 
network, or may be distributed throughout the network. 

The provisioning manager includes a user interface for use by customer support 
representative personnel, as well as application programming interfaces ("API(s)"), protocol and 
signal interfaces to the individual provisioning methods/apparatus of the respective network 
components. The type of information managed by the provisioning manager includes, but is not 
limited to, data related to: IP provisioning of the client device for IP communication with the 
network; centralized provisioning from controlled data centers; support for self-provisioning of 
capabilities delivered to the client device; subscribers' services enrollment and entitlement; 
installation of the chent device; and the provisioning process flow. 

Message communications transactions between the provisioning manager and the 
provisioning systems of the other network components, e,g,, the billing system, the various servers, 
the IP data network, and such other network components forming the ITV network, are conducted 
via appropriate protocol and signal interfaces and APIs defined for each respective network 
component provisioning system. The message communications transactions are stored in a 
provisioning manager database. 

The teachings of the present invention are particularly applicable to an interactive television 
(ITV) network having an ITV provisioning manager. The ITV network comprises a plurality of 



component interconnected networks, systems, devices and equipment. The component 
interconnected networks, systems, devices and equipment (the "ITV network component(s)") 
include, but are not hmited to, analog or digital television transmission networks, IP (i.e. internet 
protocol) data networks, distributed chent-server computer networks, subscriber management billing 
5 systems, and one or more ITV client devices, which may be geographically co-located or separated. 
ITV client devices include, but are not limited to, set-top video/audio converter decoder boxes, 
television receivers, video/audio recorders or players, data modems and computers which can 
J process video, audio or data signals for transmission, storage, visual display or sound emission. 

In one configuration, operators/providers of the ITV services are different business entities 
10 J separate, distinct and independent from each of the ITV network component operators/providers. 

In one configuration, one or more of the ITV network components has its own independent, 
:; respective provisioning methods or apparatus particular to that component's function in the ITV 
; fi network. Such methods or apparatus may represent only a fractional part of the overall provisioning 
3 functions necessary to provision the ITV client devices and/or the ITV network as a whole. 
15 In one configuration, a method of managing the provisioning of interactive client devices 

includes the steps ofi 

(a) receiving fi-om the billing system (subscriber management system) a registration code 
number and associated billing system identification data relating to the subscriber (e.g., ITV client 
device), the registration code number being associated with billing system identification data 
20 identifying the subscriber, the billing system identification data describing the billing information 
and services preferences of the subscriber; 
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(b) storing the registration code number and associated billing system identification data 
in a provisioning management database; 

(c) retrieving the billing system identification data in the provisioning management 
database; and 

(d) communicating the billing system identification data to the provisioning system of 
an IP data network. 

In another configuration, the method includes the steps of 

(a) receiving from a first ITV network component service information relating to the 
subscriber, the service information identifying the subscriber and describing at least one service 
preference of the subscriber; 

(b) determining which of a plurality of other ITV network components are to receive at 
least some of the service information; 

(c) communicating the at least some of the service information to a second ITV network 
component, the second ITV network component being different from the first ITV network 
component and providing a service requested by the subscriber; 

(d) receiving from the second ITV network component service providing information, 
the service providing information enabling the subscriber to access the service provided by the 
second ITV component; and 

(e) providing the service providing information to the subscriber. 

The above-described operation is exemplary, and the individual provisioning and 
intercommunication of messages between the provisioning manager and the other network 
components may be conducted in alternative orders of occurrence without departing from the spirit 



and scope of the present invention. Moreover, the above description of configurations and/or 
embodiments of the present invention is neither exhaustive nor Hmiting. As will be appreciated, the 
features of the present invention can be combined in a variety of other ways, which are within the 
spirit and scope of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is described in detail with regards to the following figures, in which 
like elements are referred to with like numerals^ and in which: 

Figure 1 is an exemplary block diagram of an ITV Network according to the present 
invention; 

Figure 2 is an exemplary diagram of provisioning message interfaces of the ITV Provisioning 
Manager device of Figure 1; 

Figures 3-5 are exemplary data structures for the data items exchanged between the ITV 
Provisioning Manager and the service server infrastructure; 

Figure 6 is a flowchart of the provisioning process steps performed by a billing system of the 
ITV network; 

Figure Visa flowchart of the provisioning process steps performed by the ITV provisioning 
manager; 

Figure 8 is a flowchart of the provisioning process steps performed by the IP provisioning 
system of the ITV network; 

Figure 9 is a flowchart of the provisioning process steps performed by a server infrastructure 
of the ITV network; and 



Figure 10 is a diagram showing the database schema of the database stored on data storage 
device 228 of Figure 2. 

DETAILED DESCRIPTION 

5 

The ITV Network 

Figure 1 is an exemplary block diagram of an ITV Network 100 according to the present 
invention. As shown in Figure 1, the overall ITV Network comprises a plurality of interconnected 
networks, systems, devices and equipment, which may be geographically co-located or separated. 
1 0 ; For the purposes of discussion, these interconnected networks, systems, devices and equipment are 
: ,J referred to collectively as "ITV Network Components" and individually as an "ITV Network 
■ J Component". Each ITV Network Component may include its own respective provisioning system, 
;;J method or apparatus; and, for the purposes of discussion, reference to an ITV Network Component 
. ;i includes reference to its respective provisioning system, method or apparatus. 
15 ::;i The ITV Provisioning Manager 104, via one or more communications link(s) 108, 

interconnects and communicates with ITV Network Components including, but not limited to, at 
least one IP provisioning system 1 1 0, at least one subscriber management billing system 1 1 4, at least 
one service server infrastructure 118a-c, customer service center 122, head end in the sky or HITS 
126, one or more head ends 130a-c, and network operations 134, and other required additional ITV 
20 Network Components (not shown) comprising the ITV Network 100. 

Each of the service server infrastructures 1 1 8a-c includes or is connected to a plurality of 
application, content, and/or control servers. The servers provide or control the provision of selected 
services to a subscriber. Examples of such servers include an e-mail server 138 to send and receive 

8 



e-mail, an address book server 142 to enter and retrieve address information from the subscriber's 
personal records, a calendar server 146 to enter and retrieve calendar or scheduling information from 
the subscriber's calendaring records, a search server 150 to perform network-related searches, a 
registration server 154 to register new subscribers in the corresponding server infrastructure, a web 
5 server 158 to provide connection to the internet 162, and other servers 166 providing any number 
of other services (e.g., a home page server, chat server, and messaging server). 

The service server infrastructures are each assigned to serve a number of subscribers having 
"% selected common attributes. In one configuration, the service server infrastructures each serve 
J subscribers from a unique geographical area. 
1 0.4 Each of the head ends 1 3 Oa-c is connected to a distribution network including various feeders 

- 170 and branches 174 and connections to subscriber locations or nodes 178. At each subscriber 
^ location or node 178, an ITV client device (not shown) is located. 

ft As will be appreciated, an ITV client device can access a number of services. For example, 

O the subscriber can access programming material for the subscriber's television. The material is 
15 transmitted by the HITS 126 via satellite 182 to a head end 13 Oa-c and via feeder 170 and branch 
1 74 to the subscriber's client device. The subscriber can also access any of the services provided by 
the service server infrastructure. The services are accessed via branch 174, feeder 170, and link 108. 

The numbering of ITV Components 1 04- 1 66 is not intended to be a limitation on the number 
of additional ITV Components comprising the ITV Network 100; and the preferred embodiment of 
20 the present invention contemplates any number of ITV Network Components comprising the ITV 
Network 100. 
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Link(s) 108, feeder(s) 170 and branch(es) 174 may include any combination of one or more 
wired or wireless, electrical or optical connections or telecommunications data networks, whether 
packet or circuit switched, global, national, regional, wide-area, local area, or in-home networks, 
without departing from the spirit and scope of the present invention. Similarly, the IP provisioning 
system can provision any IP data network that may be implemented on any combination of one or 
more wired or wireless, electrical or optical connections or telecommunications data networks, 
whether packet or circuit switched, global, national, regional, wide-area, local area, or in-home 
networks. 

The ITV Provisioning Manager 
Figure 2 is an exemplary block diagram of an ITV Provisioning Manager device 104. The 
ITV Provisioning Manager device 104 includes a controller 204 (which includes processor 207 and 
memory 208), an IP provisioning system message interface (server) 212, a service delivery 
infrastructure message interface (server) 216, a billing system message interface (server) 220, a 
customer support message interface (server) 224 (through which a customer support representative 
in the customer service center 122 operates and communicates with the ITV Provisioning Manager 
104), and an ITV provisioning data storage 228. As will be appreciated, an "interface" is a 
connection between two systems through which information is exchanged, e.g., a standard format 
for exchanging data. The above components are coupled together through control, address and data 
buses 206. The various message interfaces 212, 216, 220, and 224 may be a single interface type 
or a plurality of interface types, each of which communicates messages to an ITV Network 
Component 110,118,114, and 1 22, respectively, using one or more signal types, protocols and APIs 
(application programming interfaces) appropriate to the appropriate ITV Network Component. The 
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ITV Provisioning Manager 104 in its entirety, or its various components, e.g., the controller 204, 
message interfaces 212, 216, 220, and 224, or data storage 228, maybe implemented as independent 
units connected to the ITV Network 100, or may be distributed throughout the ITV Network 100, 
manifested in whole or in part, as a plurality of devices or as constituent parts of other ITV Network 
Components 104-166. For example and without limiting any location alternatives, the ITV 
Provisioning Manager 104, in whole or in part, may be located in a cable TV system headend (e.g., 
headend 130, a telephone central office, a satellite up-link center (e.g., HITS 126), a broadcast 
studio, a server complex (e.g., service server infrastructure 118), and/or a data center (e.g., billing 
system 114 and/or customer service center 122). 

The controller 204 stores provisioning message communications transactions in one or more 
database(s) contained in data storage 228. Data storage 228 may include semiconductor memory, 
as well as magnetic, electrical or optical mass storage devices or combinations thereof, without 
departing from the spirit and scope of the present invention. 

The one or more provisioning message interface(s) 212, 216, 220, and 224 may be 
implemented using proprietary protocols specially developed for the present invention, or industry- 
standard protocols widely known in the art, including, but not limited, to any combinations of XML 
(i.e., extended mark-up language), LDAP (i.e., Light- Weight Directory Protocol), SQL (i.e. 
Structured Query Language), WTVP (/,e.,Web TV Protocol), HTTP (i.e., hypertext transport 
protocol), HTML (i.e., hypertext markup language), DLLs (i.e., dynamic link libraries), ODBC (i.e., 
Open Database Connectivity), RDBMS (i.e., remote data base management system), RDO (i.e., 
Remote Data Objects), ADO (i.e., Active-X Data Objects), and COBRA (i.e. Common Object 
Resource Broker Architecture). 
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Figure 10 is a diagram showing the database schema of the database stored on data storage 
device 228 of Figure 2. Figures 3, 4, and 5 disclose exemplary data structures for the data items 
exchanged between the ITV Provisioning Manager and the service server infrastructure. Figure 3 
relates to data structures related to the provisioning of subscribers; Figure 4 to data structures related 
to the provisioning of users within a subscriber's household or account; and Figure 5 to data 
structures related to the provisioning of a set-top box in a subscriber's household or affiliated with 
the subscriber's account. As is evident from Figures 3-5, a subscriber must be defined before any 
ITV network component can be provisioned. In some applications, a subscriber can have multiple 
dwellings or households. 

Referring again to Figure 2, the controller memory 208 includes one or more queues 209 
containing one or more transactions 210. If the ITV provisioning manager 104 determines that an 
ITV network component is unavailable during the provisioning process, the manager 104 will 
suspend or queue the transactions(s) for transmission at a later time. Likewise if the ITV 
provisioning manager 1 04 is unavailable, other ITV network components will queue the transactions 
for transmission at a later time. 

In operation, the controller 204 communicates through the message interface(s), via the 
communications link(s) 108, with an ITV Network Component 104-166, data messages containing 
provisioning-related information including, but not limited to, customer order registration code(s), 
ITV client device unit address(es), IP address(es), medium access control or MAC address(es), 
billing system identification number(s), server registration assignment(s), and the like. 
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The Provisioning Process 

Referring to Figure 6, the provisioning process is initiated at box 400. The typical event 
leading to the provisioning of a new subscriber is a customer calling the ITV operator's support 
center to initiate a new service to a household. The process is also applicable to a current subscriber 
requesting a second set-top box installation or a conversion from an older set-top box to a newer set- 
top box. For a new subscriber, a customer support representative ("CSR") and the customer 
determine in box 404 the ITV services and/or service package that the customer desires. The CSR 
verifies that the services and/or service package are available at the customer's location. The 
customer identification (name, address, &tc.) and selected services or package (e.g., video, audio, 
and/or data services) are entered into the subscriber management billing system 1 1 4, which is an ITV 
network component. The customer is assigned a unique registration code (which is used on a 
temporary basis to initialize the set-top box), a unique subscriber key (which is used identify the 
customer in the database of the billing system 114), an installation technician and truck are 
scheduled, with the registration code included on an installation work order, or, in some 
circumstances, the customer may install the ITV client device himself/herself 

Referring to Figures 1-10, during or after the order entry process the entered customer or 
subscriber information in box 40 8 is sent by the billing system 1 1 4 (via billing system interface 220) 
to the ITV provisioning manager 1 04. This information includes without limitation the registration 
code, the subscriber key, name, home phone, business phone, the identity of the service(s) or 
package(s) selected, and address. As will be appreciated, services may be defined per subscriber, 
per user, and/or per client device. In box 412 (Figure 7), the ITV provisioning manager receives the 
information and enters the information into data storage 228. 
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In boxes 416 and 420 (Figure 7), respectively, the ITV provisioning manager typically 
forwards all of the information received from the billing system 1 14 to the IP provisioning system 
110 (via IP provisioning system interface 212) and the subscriber key, customer name, zip code, and 
headend code to the central initial registration routing server 117 (via service delivery infrastructure 
interface 216). As noted, a plurality of service server infrastructures are typically connected to the 
network, and, in box 424 (Figure 9) the initial registration routing server 1 1 7 receives the subscriber 
information and in box 428 (Figure 9) assigns the appropriate infrastructure to the customer. In box 
426 (Figure 8), the IP provisioning system receives and records the subscriber information. The ITV 
provisioning manager may communicate messages relating to provisioning, registration, and billing 
system identification to the respective provisioning systems of as many ITV network components 
as are necessary to comprise the ITV network, storing the messages and/or other details of each such 
communication transaction in the ITV provisioning manager data storage 228. 

In box 432 (Figure 9), the initial registration routing server 117 responds by sending (via 
interface 216) a message(s) indicating to which service server infrastructure 118 the customer is 
assigned and a unique subscriber id for purposes of identifying the customer in the infrastructure 
118. In boxes 436 and 440 (Figure 7), the information is received from the server 1 17 and entered 
into data storage 228. Although not shown in the flow chart, other network components, such as the 
IP provisioning system 1 10, could provide similar provisioning, registration, and/or billing system 
information to the ITV provisioning manager 104 in response to message(s) received from the 
provisioning manager 104. In that event, the manager 104 would enter such information into data 
storage 228. 
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In box 444 (Figure 6) after the ITV client device, which is a set-top box in this appHcation, 
is installed by the installation technician or customer, the ITV client device identification number 
(e.g. a unit address) is called in via telephone to the CSR. In box 444 (Figure 6), the CSR enters the 
device identification or serial number into the billing system, which binds the set-top box to the 
customer account. In box 448 (Figure 6), the billing system 1 14 communicates a "services turn-on" 
message to HITS 126, thereby turning on the TV services that the customer has selected. HITS 126 
relays the message via feeder 170 and branch 174 to the appropriate head end 130 connected to the 
set-top box. 

In box 452 (Figure 6), the billing system 1 14 may also send a message confirming this turn- 
on message to the ITV Provisioning Manager 104, which receives the message in box 456 (Figure 
7) and stores this transaction in data storage 228 in box 460 (Figure 7). This message confirms that 
the set-top box is assigned to the specific customer. 

In boxes 465 and 468 (Figure 8), the head end 130 and IP provisioning system 110, 
respectively, establish MAC (medium access control) layer and IP (internet protocol) layer 
connectivity with the set-top box, assigning the set-top box modem a temporary IP address. 

Regarding the establishment of MAC layer connectivity, the standard procedure for 
establishing MAC layer connectivity with the head end 1 30 is set forth in DOCSIS specification SP- 
RFI- 105-991105 and will only be briefly discussed in this application. As will be appreciated, MAC 
layer connectivity is established by scanning for a downstream channel and establishing Quadrature 
Amplitude Modulated ("QAM")/packet synchronization with the respective head end 130, obtaining 
upstream channel transmission parameters, and performing upstream ranging. 
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Likewise, the standard procedure for establishing IP layer connectivity with the IP 
provisioning system 110 is set forth in DHCP specifications (RFC-213 1) and will only be briefly 
discussed in this application. As will be appreciated, the set-top box modem broadcasts a 
DHCPDISCOVER packet (which contains the set-top model identification and the set-top unit 
address) to a server (not shown) in IP provisioning system 1 10, the server responds by granting the 
set-top box modem a temporary IP address that is routable only to an IP provisioning system server 
and providing the set-top box modem with the IP address of the Trivial File Transfer Protocol 
("TFTP") server (in the IP provisioning system 110), the IP address of the Time-of-Day ('TOD") 
server (in the IP provisioning system 1 1 0), and the IP address of the system log ("SYSLOG") server 
(in the IP provisioning system 110). 

In box 472 (Figure 8), the set-top box modem is placed in the "Unprovisioned Modem" state. 

In box 476 (Figure 8), the IP provisioning system 110 system database (not shown) is 
updated with the DHCP package including the MAC address, the set-top unit address (which is an 
electronic identifier that is different from the unif s serial number which was previously provided to 
the ITV provisioning manager 104), and the assigned private IP address of the modem. 

In box 480 (Figure 8), the modem contacts the TOD server to obtain the current date and time 
(for time stamping purposes) and the TFTP server to download a file containing configuration 
parameters (which includes class of service configuration settings, baseline privacy settings, software 
upgrade file name(s), modem description of capabilities, and message integrity checks (e.g., 
checksums)), registers with the head end 130, and initializes baseline privacy. 

In boxes 464 and 488 (Figure 8), the head end 130 and IP provisioning system 110, 
respectively, establish MAC (medium access control) layer and IP (internet protocol) layer 
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connectivity with the customer's computer, assigning the computer a temporary IP address. As will 
be appreciated, the customer's computer may also be connected to the ITV network. Because the 
set-top box computer function is a separate computational component from the modem, the same 
steps set forth above in boxes 464 and 468 (Figure 8) are followed to establish MAC and IP layer 
connectivity with the set-top box computer function. In other words, the standard procedures for 
establishing MAC layer connectivity with the head end 1 30 as set forth in DOCSIS specification SP- 
RFI-105-991 105 and for establishing IP layer connectivity with the IP provisioning system 110 as 
set forth in DHCP specifications (RFC-2131) are followed by the network. As a result of this 
procedure, the set-top box computer function in box 492 (Figure 8) will be placed in an 
"Unprovisioned Consumer Premises Equipment" state and assigned a temporary IP address. 

In box 496 (Figure 8), the IP provisioning system updates its database accordingly. 

In box 500 (Figure 8), the set-top box computer function obtains initialization information 
in the same manner as the modem in box 480 (Figure 8). At this point, full set-top box IP 
connectivity is achieved, but the set-top box is only routable to a server of the IP provisioning system 
110. In box 504 (Figure 8), the connectivity-related information provided to the IP provisioning 
system 1 10 in boxes 464-500 is entered into the system's database. 

The technician will thereafter initiate a browser session. The first-time universal resource 
locator ("URL") is configured to go to the initial registration routing server 117. However, the IP 
provisioning system 110 will route/resolve all IP requests to the IP provisioning system 
registration page. The service technician/customer is present with a login/registration page. In box 
508 (Figure 8), the technician/customer enters the temporary registration code from the work order. 
In decision diamond 5 1 2 (Figure 8), the IP provisioning system determines if the correct registration 
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code is entered. If so, the set-top box is provisioned in box 516. In box 520 (Figure 8), the IP 
provisioning system will provision ITV network components (e.g., servers, head end 130, and 
routers(not shown)) and updates its database to reflect that the box is provisioned. 

If an incorrect temporary registration code is entered, the IP provisioning system 110 
provides the technician/customer with a new login/registration page requesting reentry of the code. 
The IP provisioning system 110 repeats box 508 and decision diamond 512 upon receipt of a 
reentered code. 

In boxes 524 and 528 (Figure 8), the network assigns a separate, permanent IP address to the 
set- top box modem and computer functions, respectively and updates its database in box 532 (Figure 
8). The procedure followed by the network to assign the permanent IP addresses to these 
components is set forth in Simple Network Management Protocol ("SNMP") standard protocol. 
Briefly, an SNMP command causes the DOCSIS channel to reset. A server in the IP provisioning 
system 110 issues the set-top box computational component (modem or computer) a permanent IP 
address. The computational component is then placed in the Provisioned State (known as the 
"Provisioned Modem State" for the modem and the "Provisioned Consumer Premises Equipment 
State" for the computer function). The IP provisioning system's database is updated with DHCP 
information (including the permanent IP addresses assigned to the computational components). At 
this point, the customer is online with a permanent IP address. 

In box 536 (Figure 8), the IP provisioning system 110 generates a device notification 
transaction to the ITV provisioning manager 104 that links the set-top box unit address, and the IP 
and MAC addresses of the set- top box and computer to the subscriber key of the billing system 1 14. 
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In box 540 (Figure 7), the device notification transaction is received by the ITV provisioning 
manager 104. In response, the ITV provisioning manager 104 in box 544 (Figure 7) generates a 
device notification transaction providing this information (e.g., the subscriber key, unit address, 
MAC addresses, and IP addresses) to the billing system 114 and in box 548 (Figure 7) a device 
notification transaction providing some of this information (e.g., subscriber key, unit address, MAC 
addresses) to the corresponding service server infrastructure 118 assigned to the customer. 

The billing system in box 550 receives the device notification transaction and in box 551 
enters the transaction into the bilHng system database. The registration server 154 in box 552 
receives the notification transaction and in box 556 assigns a unique device identifier to the set-top 
box and provides the identifier and unit address to the ITV manager. Through communication with 
the registration server 154, the initial registration routing server 117 will now be aware of the 
installed set-top box. 

The manager in box 560 (Figure 7) receives the unique device identifier assigned to the set- 
top box by the registration server 1 54 in the infrastructure and unit address (discussed supra). In box 
564 (Figure 7), the presence of the ITV client device on the ITV network and its associated 
information (e.g., subscriber key, unit address, MAC addresses, IP addresses, and device identifier) 
is stored in the ITV Provisioning Manager data storage 228. 

In box 568, (Figure 9) the set-top box is authorized within the service server infrastructure 
environment. Upon initial connection to the network (after the completion of the foregoing steps), 
the set-top box will connect directly with the initial registration routing server 1 17. The set-top box 
will be configured to the assigned service server infrastructure 118 and given a registration server 
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universal resource locator ("URL") for the registration server 154 located within the assigned 
infrastructure. 

In box 572 (Figure 9), the subscriber registers with the registration server 1 54 of the assigned 
infrastructure 118. Typically, this is done by providing the customer with one or more subscription 
screens containing user account set-up and login information. For example, the customer will select 
and/or set up an email address, calendar, address book, and other features for each user account to 
be created. In response, the provisioning system (not shown) of the infrastructure 1 1 8 will set-up and 
provision the required user accounts for each of the selected services. 

In box 576 (Figure 9), the provisioning system of the infrastructure 1 18 provides, for each 
user, this account information, e,g., subscriber key, service group identification, user identification, 
e-mail set-up information (i.e., login and password information), etc., to the ITV provisioning 
manager 104. As noted, each user in a given household will typically have the same subscriber key 
and service group identification but different user-specific information, such as user identification 
and e-mail set-up information. 

In box 580 (Figure 7), the ITV provisioning manager 104 receives the registration 
information and in box 584 forwards certain of the information, e.g., subscriber key, e-mail login, 
and e-mail password for each user account, to the billing system 1 14. 

In box 588 (Figure 6), the billing system 1 14 receives the registration information and in box 
592 creates appropriate data structures and enters this information into the billing system's database 
(not shown). The billing system 114, for example, creates a unique billing identifier for each user 
that is different from the user identification provided by the infrastructure 118. This information is 
used by the billing system for billing and support services. 
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In box 693 (Figure 7), this information (e.g., subscriber key, service group identification, user 
identification from server infrastructure 118, billing identifier from billing system 114, e-mail set-up, 
etc. is entered into data storage 228 of the ITV provisioning manager. 

As will be appreciated, all message communications transactions between the ITV 
provisioning manager and the provisioning systems of the billing system 114, the IP provisioning 
system 110, the server infrastructure 118 and related initial registration routing server 117, and such 
other ITV network components comprising the ITV network are conducted via appropriate protocol 
and signal interfaces and APIs defined for each respective ITV network component provisioning 
system. 

While this invention has been described in conjunction with the specific embodiments 
thereof, it is evident that many alternatives, modifications, and variations will be apparent to those 
skilled in the art. Accordingly, preferred embodiments of the invention as set forth herein are 
intended to be illustrative, not limiting. By way of example, the ordering or sequence of the steps 
may be reversed or rearranged in an order other than that set forth above. Steps may be omitted from 
the provisioning process. ITV network components described above can be omitted or replaced by 
other ITV network components. Moreover, the teachings of the present invention are not limited 
to ITV networks but are extendible to any network offering good(s) or service(s) to subscribers or 
nonsubscribers. These and other changes may be made without departing from the spirit and scope 
of the present invention. 
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What is claimed is : 

1 . A system for managing the intercommunication of provisioning-related data 
between interconnected provisioning systems in an interactive television network, 
comprising: 

an ITV Provisioning Manager device; 

at least one ITV Network Component and its associated provisioning system 
connected to said ITV Provisioning Manager device; and 

at least one ITV Client Device connected to the at least one ITV Network 
Component. 

2. The system according to claim 1, wherein the at least one ITV Network 
Component and its associated provisioning system connected to said ITV Provisioning 
Manager includes at least one communications network. 

3. The system according to claim 1, wherein the at least one ITV Network 
Component and its associated provisioning system connected to said ITV Provisioning 
Manager includes at least one Billing System. 

4. The system according to claim 1, wherein the at least one ITV Network 
Component and its associated provisioning system connected to said ITV Provisioning 
Manager includes at least one ITV Server. 
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5. The system according to claim 2, wherein the at least one communications 
network is a wired or wireless communications network. 

6. The system according to claim 5, wherein the at least one communications 
network includes a packet data network. 

7. The system according to claim 6, wherein the packet data network includes 
an IP data packet network. 

8. The system according to claim 6, wherein the packet data network includes 
an ATM network. 

9. The system according to claim 5, wherein the at least one communications 
network includes a circuit-oriented switched telephone network. 

10. The system according to claim 3, wherein the at least one billing system 
includes an ITV billing system. 

1 1 . The system according to claim 4, wherein the at least ITV Server includes at 
least one of the following: an e-mail server, an address book server, a calendar server, a 
search server, a registration server, a web server, and an E-chat server. 
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12. The system according to claim 2, wherein the at least one ITV Client Device 
connected to the at least one ITV Network Component includes a set-top video/audio 
converter decoder box. 

1 3 . The system according to claim 1, wherein the at least one ITV Client Device 
connected to the at least one ITV Network Component includes a television set. 

14. The system according to claim 2, wherein the at least one ITV Client Device 
connected to the at least one ITV Network Component includes a device which processes 
video, audio or data signals for transmission, storage, visual display or sound emission. 
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15. A method of managing the provisioning of interactive cHent devices for 
connection to an interactive television network for using interactive television services, 
comprising: 

receiving from a bilHng system a registration code number and associated billing 
5 system identification data relating to at least one subscriber, the registration code number 
being associated with billing system identification data identifying said at least one 
subscriber, said billing system identification data describing the billing information and 
services preferences of said at least one subscriber; 

storing said registration code number and associated billing system identification data 
10 in a provisioning management database; 

retrieving said bilHng system identification data in said provisioning management 
database; and 

communicating said billing system identification data to the provisioning system of 
an IP data network. 

16. The method according to claim 15, further comprising: 

receiving IP registration information including one or more network addresses from 
the provisioning system of the IP data network; and 

storing said IP registration information in the provisioning management database. 
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17. The method according to claim 16, further comprising: 

retrieving said IP registration information in said provisioning management database; 

and 

communicating said IP registration information to the billing system. 
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18. An apparatus for managing the intercommunication of provisioning-related 
data between interconnected provisioning systems in an interactive television network, 
comprising: 

a data storage device for storing provisioning-related data; 
5 at least one provisioning message interface; 

an operator interface; 

a controller, connected with the data storage device, the at least one provisioning 
message interface, and the operator interface, that transmits and receives provisioning-related 
data messages, via the at least one provisioning message interface, to and from the 
1 0 provisioning system of the at least one ITV Network Component, and stores a record of said 
data messages in the data storage device. 

19. The apparatus according to claim 18, wherein the at 
least one provisioning message interface is an XML an 
interface, connecting the apparatus with a provisioning system 
of at least one subscriber management billing system. 

20. The apparatus according to claim 18, wherein the at least one provisioning 
message interface is an XML interface type, connecting the apparatus with a provisioning 
system of at least one communications network. 
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21. The apparatus according to claim 18, wherein the at least one provisioning 
message interface is an XML interface, connecting the apparatus with a provisioning system 
of at least one ITV Server. 
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22. A method of managing the provisioning of interactive chent devices for 
connection to an interactive television network for using interactive television services, 
comprising: 

receiving from a first ITV network component service information relating to at least 
5 one subscriber, the service information identifying said at least one subscriber and 
describing at least one service preference of said at least one subscriber; 

determining which of a plurality of other ITV network components are to receive at 
least some of the service information; 

communicating the at least some of the service information to at least one other ITV 
1 0 network component, the at least one other ITV component network being different from the 
first ITV network component and providing a service requested by the at least one 
subscriber; 

receiving from the at least one other ITV network component service providing 
information, the service providing information enabling the subscriber to access the service 
15 provided by the at least one other ITV component; and 

providing the service providing information to the subscriber. 



23. The method according to claim 22, further comprising: 
storing said service information in a provisioning management database; 
retrieving said service information in said provisioning management database; and 
communicating said service information to a provisioning system of an ITV network 
5 component. 
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24. The method according to claim 22, further comprising: 

storing said service providing information in a provisioning management database; 
retrieving said service providing information in said provisioning management 
database; and 

providing the service providing information to an ITV network component. 

25. The method according to claim 22, further comprising: 

providing the service providing information to an ITV network component that is a 
biUing system. 

26 . The method according to claim 22, wherein the service providing information 
includes one or more network addresses from the provisioning system of an IP data network. 
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27. A system for managing the provisioning of interactive client devices for 
connection to an interactive television network for using interactive television services, 
comprising: 

first receiving means for receiving from a first ITV network component service 
information relating to at least one subscriber, the service information identifying said at 
least one subscriber and describing at least one service preference of said at least one 
subscriber; 

determining means for determining which of a plurality of other ITV network 
components are to receive at least some of the service information; 

communicating means for communicating the at least some of the service information 
to at least one other ITV network component, the at least one other ITV network component 
being different from the first ITV network component and providing a service requested by 
the at least one subscriber; 

second receiving means for receiving from the at least one other ITV network 
component service providing information, the service providing information enabling the 
subscriber to access the service provided by the at least one other ITV component; and 

providing means for providing the service providing information to the subscriber. 

28. The system according to claim 27, fiirther comprising: 

storing means for storing said service information in a provisioning management 
database; 
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retrieving means for retrieving said service information in said provisioning 
5 management database; and 

communicating means for communicating said service information to a provisioning 
system of an ITV network component. 

29. The system according to claim 22, further comprising: 

storing means for storing said service providing information in a provisioning 
management database; 

retrieving means for retrieving said service providing information in said 
5 provisioning management database; and 

providing means for providing the service providing information to an ITV network 
component. 

30. The system according to claim 22, further comprising: 

providing means for providing the service providing information to an ITV network 
component that is a billing system. 

3 1 . The system according to claim 22, wherein the service providing information 
includes one or more network addresses from the provisioning system of an IP data network. 
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ABSTRACT 

The present invention is directed to a system and method for managing the provisioning of 
an cHent device connected to a service distribution network, such as an interactive television service- 
providing network. Provisioning is managed by a provisioning manager that knows the specific 
provisioning data to collect and where the data is located and is to be forwarded. The provisioning 
manager thus acts as an intelligent provisioning data traffic manager by performing as a central 
collection and dissemination point for the provisioning data and directing provisioning data flows 
between a billing system, IP data network, server complex and/or other network systems. 

M:\4516\-l\Patent Application Revised. wpd 
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Element 


Format 


Size 


1 

Description | 


subscribeMd 


Numeric 




CSG assigned unique ITV key identifying 
a subscriber/account. 


subscriber^state 


Literal 


10 


Subscriber account state (ACTIVE, 
SUSPENDED). 


subscriber.name.last 


Alpha 




Subscriber's last name. 


subscriber.name. first 


Alpha 




Subscriber's first name. 


subscriber . address . street 1 


A/N 




Subscriber residence streetL 


subscriber.address,street2 


A/N 




Subscriber residence street2. 


subscriber, address , city 


A/N 




Subscriber residence city. 


subscriber.addre^ s. state 


A/N 


2 


Subscriber residence state. 


subscriber.address.zip 


A/N 


10 


Subscriber residence postal zip code. 


subscriber.headend.id 


A/N 




Identifier specifying to which headend a 
subscriber is connected 


subscriber.headend.node 


A/N 




Identifies to v/hich node on a headend a 
subscriber is connected. 


subscriber.service.type 


A/N 


16 


A subscriber service type. 


subscriber, service.level 


A/N 


16 


A subscriber service level. 


service_group 


Numeric 




The sei-vice server infrastructure defined 
service group associated v^ith the 
subscriber. 


MSTV_subscriber_id 


Numeric 




The service server infi*astructure defined 
unique key associate w^ith the subscriber. 
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Element 


Format 


Size 


Description 


user__id 


Numeric 




ITV PM Unique key identifying a user. 


user, state 


Literal 


10 


User state (ACTIVE, SUSPENDED) 


user.type 


Literal 


10 


Type of user (MASTER, HOUSEHOLD, 
NORMAL). 


ii<?er name la^t 


Alpha 




User's last riame 


user.name, first 


Alpha 




User's first name. 


user,alias 


Alpha 




User's alias (e.g. "Dad", "Mom") which must 
be unique only within a household/subscriber. 


user.pin 


Numeric 


8 


User's personal identification number which 
is used for authentication with the ITV 


usenemaiLid 


A/N 




User's email address, fully qualified (e.g. 




A/N 




TTQpr'<i PTTi?iil T>Pi<3Qwnrr! ii<sPd tn anthptiticiitp 

with mail and related services. 


user.calendar,id 


A/N 




User's calendar id. For FCS this will be the 
same as the email id. 


user.calendar,password 


A/N 




User's calendar password, used to 
authenticate with the calendar service. 


user, address_book, id 


A/N 




Unique address book identifier. 


user.service.type 


A/N 


16 


A subscriber service type. 


user.service.Ievel 


A/N 


16 


A subscriber service level. 


MSTV_userJd 


Numeric 




The service server infrastructure defined 
unique key associated with the user. 
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Element 


Format 


Size 


Description 


astb_id 


A/N 




ITV PM Unique set-top box 
key 


astb.unit_address 


A /XT 

A/N 




JVlotoroia/Uri unique unii 
Address" 


astb.MAC„address 


A/N 


17 


MotOiOla/GI unique MAC 
address for ASTB CPE 


MSTV_device_id 


Numeric 




Service server infrastructure 
defined unique key associated 
with the step-top box 



M;\4516V1\FIGS 3-5 wpd 



INITIATE PROVISIONING PROCESS 



COLLECT CUSTOMER 
IMFORMATION 



SEND SUBSCRIBER 
INFORMATION TO ITV 
PROVISIONING MANAGER 



RECEIVE AND ENTER 
IDENTIFICATION NUMBER 



COMMUNICATE "SERVICES TURN- 
ON" MESSAGE TO HITS 



SEND CONFIRMATION TO ITV 
PROVISIONING MANAGER 



RECEIVElNOTlFiCATIQN 
TRANSACTION 



ENTER INTO BILLING SYSTEM 
DATABASE 



U5.ER. 



RECEITOREOISTRATION 
INFORMATION 



CREATE DATA STRUCTURE 



400 



•404 



•408 



•444 



•448 



•452 



550 



551 



588 



592 



FIG. 6 



RECEIVE AND RECORD 
SUBSCRIBER 
INFORMATION 



■412 



FORWARD SUBSCRIBER 

INFORMATION TO IP 
PROVISIONING SYSTEM 



FORWARD SUBSCRIBER 
INFORMATION TO PRE- 
REGISTRATION SERVER 



~416 



420 



RECEIVE IDENTITY OF 
SERVER INFRASTRUCTURE" 



ENTER SERVER 
INFRASTRUCTURE IDENTITY 
INTO DATA STORAGE 



436 



-440 



RECEIVE CONFIRMATION 



ENTER CONFIRMATION 
INTO DATA STORAGE 



-456 



■460 



RECEIVE4[oTIFICAT!0N 
TRANSACTION 



540 



SEND/fiOTinCATiON 
TRANSACTION TO BILLING 
SYSTEM 



SEND/fJOTIFICATIOH 
TRANSACTION TO server' 

INFRAS.ilOCTURE 



544 



548 



RECEIVE DEVICE 
IDENTIFIER 



ENTER RECEIVED 
INFORMATION INTO DATA 
STORAGE 



RECEIV&EGISTRATION 
INFORMATION 



560 



564 



580 



forwarSregistration 
information to billing 

SYSTEM 



584 



USER 



enterTregistration 
information into data 
storage 



596 



FIG. 7 



RECEIVE SUBSCRIBER INFORMATION 



426 



ESTABLISH MODEM MAC LAYER CONNECTIVITY |- 464 

468 



ESTABLISH MODEM IP LAYER CONNECTIVITY 



PLACE MODEM IN UNPROVISIONEO MODEM STATE \~ 472 



UPDATE DATABASE 



476 



PROVIDE MODEM WITH INITIALIZATION INFORMATION 



480 



ESTABLISH k MAC LAYER CONNECTIVITY 



484 



CPE 



ESTABLISH k IP 



LAYER CONNECTIVITY - 488 



PLAGE k IN UNPROVISIONEO CONSUMER PREMISES EQUIPMENT STATE 



-492 



UPDATE DATABASE 



~496 



PROVIDE^iS WITH INITIALIZATION INFORMATION ["500 



ENTER CONNECTIVITY INFORMATION INTO DATABASE "504 



RECEIVE TEMPORARY REGISTRATION CODE 



-508 




516 



PROVISION CLIENT DEVICE 



PROVISION ITV NETWORK COMPONENTS 



ASSIGN PERMANENT IP ADDRESS TO 
MODEM 



528--^ 



ASSIGN PERMANENT IP ADDRESS TO 



CPt 



FIG. 8 



532--^ 



UPDATE DATABASE 



536--^ 



SEND NOTIFICATION TRANSACTION TO 
ITV PROVISIONING MANAGER 



RECEIVE SUBSCRIBER 
INFORMATION 



ASSIGN SERVER 
INFRASTRUCTURE TO 

SUBSCRIBER 



SEND ASSIGNMENTS ITV 
PROVISIONING MANAGER 



OEM \CE 



RECEIVElNOTIFICATiON 
TRANSACTION 



PROVIDE DEVICE IDENTIFIER 
TO ITV PROVISIONING 
MANAGER 



AUTHORIZE CLIENT DEVICE 



4 

REGISTER SUBSCRIBER 

PROVIDEIREGISTRATION 
INFORMATION TO ITV 
PROVISIONING MANAGER 



FIG. 9 



PROPBRTfjyPB 



SUB PROFILE_PR0PERT)ES 



sub _pj:3fite_prop_&eq 



cT&ate_dt 

cr$ate_user 

mo<itty_dt 

SUB_PROFILE 



SUB_A00R£SS_PROPERTiES 



praperty^vafue 

create^dt 

create^user 

rm5<ltfy_cl1 

mo^ify_user 

9 



prop«rty_typejd 



property_lype_oesc 

comments 

cr&ate_dt 

create_usef 

modifyjdt 

modity^user 



Sl>B_SERV!CE_PROPER'nES 



SU B_OeVtCt_PROPERTf ES 



SUB LOGJN_PR0P£RT(ES 



subj)rofite^s«<t 



subjstatus 

status^chg^dl 

regL_coda 

ftrst__name 

i8sl_name 

salutation 

home^telepbone 

bu«_tetephone 

eff.end_dt 

par«nt_&ut>j)rofife 

crsatejcit 

create_u$er 

moclify_c3t 

modrty_usef 



Wbjog)nj>rop_seq 






pmperty_type_)d 








creste^dt 




cre«te_user 




modtfy^dt 









SU8 LOGIN 



SUB_ADDRE5S 



sub_a<kJress_s«q 



8ddr^»nel 

3ddrjin82 

city 

stste 

coiifttf> 

postcode 

sddress^stHtus 

suI>_jjrDf)le_6eq 

crBate_u*er 

modify^dt 

modify_user 



Sub_iogin_5eq 



subj)rofile_i&eq 
login 

p39«W0rd 

bgin^status 
fiTsijnarm 
la»t_name 
sub _pfiv_teverf 
cwat9_dt 
ci«ate_user 
modify jdt 
modify^u^er 



LOGIN STATUS TYPE 



SUBSCRl BeR_STATUS_TYPE 



ADDRESS STATUS TYPE 



St3rtus_de5c 
create_dt 
cre3te_u5er 
modify^dt 



address stsjirt 



slatus^dssc 

cteai&jjser 

modSfy^dt 

mo<SHyjjs9r 



looin_ststU5 



status_tie&c 
create_dt 
create_user 
modfTy^di 



SUB_LOG(N^EX"^;RNAL_KEy 



SUB_ADDRESS.EXTERNAL_KEY 



SU B_EXTERNAL_KEy 



key^vaf 

«ff%nd^dt 
creat8_5t 

m«Kjify_bt 
mod»^_user 



»ub__addr_©xt_,hey_9«q 



5ub_addfess,»eci 
)t»y_type 

efLbeg^dt 

cneate^dt 
create_user 

mcdify^dt 



$ub_lcgm_seq 

key_vat 

«ff_ehd_(ij 
cr^rte_dt 
crcate_u»8r 
modtfy_dt 

■ ^ 



EXT KEY TYPE 



icay_typ« 



key_de6c 

modify_dt 
modffy_us©f 



»ub_servic8_5eq 

propefty_typejd 

pfoperty]]value 

ciieate_dt 

crea1e_uscr 

mod!fy_cfl 

modify_user 



sub^d8vtca_prop_5eq 



sub_devK»„8ect 

property_type_td 

ptoperty^vakm 

oneate^dt 

create"ufter 

modify^dt 

mod»fy_usor 



SUB SERVICE 



»ub_S8tvice_seq 



8ub_pfotile_ssq 

&enfice_type_ld 
<^ servioe„i&tatus 
*ub_l03in_seq 

eff_end_dt 

Cfeate_dl 

create_tiser 

fnodrfy_dt 

modiiy^user 

status_cha_dt 



sua_oev(CE 



sub_devicc_s$q 



SUb_proftte,seq 

devffle_typ6 

dcvice_status 

p 3ren((_sub_device 

eff_fer>d_dt 

statvs^chgjdt 

craate~dt 

modify^dt 



SERViCE TYPE 



fcervioe_iype^td 



*emce_iype_nam8 

ee7V)C©_t>T3e_desc 

status 

create_dt 

create_user 

modify_dt 

modify_U3«r 



SERV)CE_STATUS_TYPE 



service status 



status_desc 
creata^dl 
creete^user 
mod)fy_dt 



OEVtCE.TVPE 



d8vice_typ8 



vendor 
mcde) 

firmware^versioo 

efT^beg^dt 

efTend^dt 

comments 

create_dt 

create__user 

modify_dt 

motJifyjiser 



DEVICE STATUS 



creat3_dt 
creat«_twef 
modi<y_<ft 
modrfy__user 



SUB_SEKVICe„EXTERN AL.KEY SUB_OEVfCE,EXTE RKAL_K£Y 



sub_&eiv{ce_e)Ct_key_t©q 



sub_seivtce_seq 

key^type 

key^val 

eff_end_dl 

creftte_dt 

creale_user 

modffy_dt 

mcd)^„user 

^ 



sub_dewcB_seq 

sub'device e5rt_Xey_V3i 
eftbeg^dt" 

cwate^dt 
create_u&er 
modify_dt 
modrfy_user 

i ^ 



0 



